“TREND KEYWORD 2026"

HAVE DO NOT HAVE

ADWIFEYDY SSL VPN (K30 Web VPN) th‘J 2024-2025
fioiuus:1Gusounsvuniuovnisisiuas idovonidu

MFA (Multi-Factor Authentication) TuiBoAcLUaaane "Do not have" K3odvA TiAdsT/uAdsiiadu oolisoalenAndy R  Hacker HonTs
TuUSUNYEY MFA "Have' KUY Jodms WolRs-UU MFA 150In<y Ao: IzjﬂaL})sE:caTe:%cLuaunna‘u ansomware lia: Hacker 130n(3
1dQuadaU (Authentication Factors) vi1Uv . . S L
oonidu 3 ndukan Ao: No Single Point of Failure: T o : .
' ' TubgavlkswevaaIden 18U s:uudovlilizovlkd RISKS IT HAS Protections it does NOT HAVE
SuRa & ArTRNIsivUKgas:9NAYKUQ R N - o . C e
donArus: e ONisoskannulasTudnnssus AxIdevAINOUIAUTASLASVYOY SSL VPN 190 Fof SSL VPN TuaunsadovAuld kéoualu
Uauanuunnmno'ﬂo 15U SKaW1u Q2081V: K‘]ﬂF]ﬂJUIWEJ\)SKaW’Iu QuluunNsguagu - — 'r . Z T N |
Password), PIN, F10ugusuds rulnsAwridaio ArudluauIsaihdvs:uuld + Have Critical Vulnerabilities IJ2INBUNUS:UUTKLOETY Zero Trust Network
(Password), PIN, mouguguadau o " o RUV=Ud o N ; - Architecture (ZTNA):
(WoUovrunsdifsKanusolka) (Dgovlk3srgisvuon): Tugovl 2024-2025 4 s
gmswugovlksus:nn RCE (Remote Code * No Continuous Verification .
Q&A:? Execution) fugUnsnigRodv 15U Fortinet, VPN aa‘JTf‘fH.msaoaaUC'amE"nO?U Login
C + = @ Can't Access SonicWall, lvanti Aidan1olk Hacker 131 AsvIsnIAlINISAsIDEaUEIS:KIWNSEVIU
o CXXXXD «xxXX» a AdUAU Firewall TalagludovidsKanu KnSession gnalue Hacker o:awisafgvaula
dVNATU ASDUASDV: PASSWORD Have Password No Phone PUNIV:KUAIDAN Login
gunsainvnmenwksoddna
1u InsAwridofio Mssu SMS, me= ) « Have Implicit Trust - No Device Health Check
OTP, IoUWalAGU Token TN‘O Static Access: (GrowidaloRuniAuly): 1o User WiuVPN  (asdvdaulusuWugnu): Uogason SSL VPN
(Google Authenticator),Uas | °™ - <« TUﬂTa§umsmn;)uudp oS iwnldnds uneddsuangidndvorivindodis  aurunalkiadovh "aalsa” ko "Tildsuiaa
Smart Card K30 USB Key . Noswic New 13 umsuaoaquzjw ey | (Network-level access) iR Hacker fulug  Patch iBoudardwnld rfkuansiwsns:one
(YubiKey) Access Location  [UABURUNSIURSDIUABUAMUN | iy nTdanunsn Lateral Movement Tagiu  9ndunagifiatiuigngdauinasiiaduinoiu
msghadaiovoninsovkivludningovkivld
A
= = Ty
avnaeu 1du: D . A R
fouanoBanIw - N \o Sharing: * Have Browser-Based Risks » No Granular Application Visibility
(Biometrics) 15U ane0olo, AN OTP Ko angidio MsIZBvIUNIU Browser (Clientless) rlR FQuas:uuino:IRUI "§I5 A do VPN og"
ok '2) = dovlyauisangoiu Ao widevoindandsndviu Browser 15U na Tugdoyas widauduridorio:lsiu
misaninuluktn, msannu 2§ =~ @ . s N ; g
UL /&-\\\ KeodvdolRauiuld Keystroke Loggers K$on1sQndn Session loUwWaIAZUUNY
N = ™~ No sharing!  lagviy (Session Hijacking)

@ + ‘:_\i‘ E = » Have Public Exposure * No Protection against MFA Bypass
CXXXXD ) 9]

Dnstusudraudoi =~ KU Portal d1KkSU Login uav SSLVPN Un KN Hacker T3govlkdrSanadaulus:uy
otvUion 2 Jodudull  Semrom MW E No Dependency on Password alone: dovilagansistu: Mlkgnannukigovlkd (System exploit) WINIWD:EWISOTIVTUODU
TuwownnAsRaruIigvog 101G KéaTouféual.luu Brute Force (I0ngusRa) N1sQs29aU Multi-Factor Authentication
PASSWORD Iws:sKanuIdudvngnandurse \_ Tdaaaa 24 goTuv na:igniivansiqias:uulagasvld

Us:innAdwIden SSL VPN

dnsisvidiouitiains Aaianlavienga
We18g1U Login g

TR B gv (ws1:iUakdu5uTK Hacker IRuldvie)

AJUSUNISVYDVBOVIKD Uoglia:nsv Dgovlkds:du RCE inunnd

SIRT Security Incident Response Team (SIRT/CSIRT): msasunudaagdksu
AuaauldikanisaindwiuAvUananie K3 Security Incident Response Team
(SIRT/CSIRT) AoNsIIgniig:s:KIW"ANUWSaUAGEYVE"AU" AUEUIKadAdoviTa”
Wolksuiosnnalsiuasldogvius:ansniw aod

HAVE O NOT HAVE?

‘\ FvoAunibugUassakia "kauws1v" AR SIRT TuAdslkiAadu:
[ ]

n1sUovnuvains dh @ Tingovdoudadoidnun)

CVE-2024-21762 (9.8 of 10)
CVE-2024-55591 (9.6 of 10) )

20810

fiu SIRT AdUs:ansnwgvsududaviovAus:nau dod: J . ;
u o, M  NoFinger-Pointing Culture (li03cuusssumsnunu): 1doiaikg Audoviolui
s Ay TufgkiAuRa (Blame-free culture) IWalRJayagnsigviuaEgvasviyasvul

Have Clear Playbooks (Jiwuufu@nisigarmu): Dduaau (Step-by-step)
drsuikgmsadnda:Us:nn 18U Ransomware, Phishing, Data Leak
IWoaamsis "drysnanunou” ndlkidu "unassnu”

No Communication Silos (udn1sUanudoya): doyadavlkadus:KI0AU3IASK
na:uskas TudnisindayaldnudaourifRnisdaduloRawana

No Single Point of Failure (liinaduikasiwgvaided): ssuuKSans:usuNsdovyn
oonnuulRliovAUs:noulafdauikasidso:rlkAvs:uukgariviu

(=) [—) Have Visibility (IAAUSduR0): doviindoviiafauisauavikudviiiadu
LOG % EDR Tus:uuld 15U SIEM, EDR, Log Management K1n "wavluiku” A "Tdauisa

nndeykala”

No Ad-hoc Responses (urivunuulsianiv): Tiaauldrdaimdeykiawikaall Su
9 Taglubiwusavsus::61d

Have Post-Incident Review (Jnsnoqunisgu): nnASoAdUIKQNSA

Ve e ~ A No Over-reliance on Tools (iWowiIA3oLTRINEVOENVIGED): INZDVTDSIAMWLIIA
QoVIS1VU "Lessons Learned" |wau1mUqusvs:uuUa\)nu?mﬁu ¢ )

ThuAilidus-losd AlidAuR$ISaUAKEDIIAS1KIBLEN

MSYaMINUUSKISAIEDITEVNVSSAD (BCP) lAIWUNUWS:UUAUNIW
INABWUG (DRP) K$2158N315007U31 BCDR AoMsSIASEWSaNIWalRovrAns
agsaaldlugnusnna naolagasuAarini (Have) ia:liid (Do not have)
IludAa BCDR U o:ADunand1vaod:

ZERO TRUST

KN (Have) na:TuUl (Do not have) s:UU ZTA (Zero Trust Architecture) d:DAWIANEILGELT

I HAVE Have BIA (Business Impact Analysis):
IWadrudnna 15u Wk, thriow, doviMs3IAsKIN "Grdoulivib ovAns
DO NOT HAVE s:uulau Ransomware fiu BCDR duderienuIn” IWalks3nAdsUBuUlU
dovijovAUs:nouIkal: avnulavnudgdulkurniou
WafRussarannas "Never Trust, Always Verify" gnasouwordandidalagovlk3iau 9 dodu
Tiidalolasivdu d :uudovid e [T = Business Impact Analysis Have Clear RTO & RPO:
(luisaldlAsNvUU dovaSIDEDUIAND) S:UUADVD Fvikato: "Tuid" oglus:uul: p: y | o
ovAUs:NoUIKaT: ¥ RTO (Recovery Time Objective):
~N Define Subuagwgvho:doviKuansaunal
Continuous Verification: Jnsasovaaucioltioolils No Implicit Trust (liGA WIS wblastw): {lgo:dov Review RTO,RPO ABAPUAKSUMSHAUS:UU 15U S:UUD:
IWgVadU Login ASVIGED iddovasivaoudnsiia:ndoiu =N Tuidas1AuAssn Uasanena:datiolduinninaunliuson dovAuladedaunielunuifirsansoiuo

Uaoasiwaaoas:g:nanniguiu (Per-session basis) /

Strong Identity (NsDADaUAGaIRU): Govld MFA h

o (Multi-Factor Authentication) lla:qs29d@2uUuSUNdU

s:uup:URUanuNNAuUIkdounuia:nIRguIdaud RPO (Recovery Point Objective):

S::1DaNgvFaNoVANSAISOEOUSU
nsgryriguovdoyald 1su Kin RPO
- — . A _ Define  YDPOVANSAD 1 IIUD KUNBAIIWIN
No Trusted Perimeter (Gvauwanigotiald): Stuu: Practice Peemery DVANSALNSAZOUSUNNSANYIFEToYA
Tutiosmeluindatne (Internal Network) Uaaasielag Tagvaa 1 §oluv
To Stable System

daluuasndall nnmsidnfivdavldsunisasavaou
Have Tabletop Exercises (NSBoUNIWU): Have Offsite Backups (3-2-1 Rule):
IwuRlinedouAons:aluUar dovidms  doviddoyadisav 3 ya laeifiuludo

13U Location, 10a1ATEv1U, la:wnanssuuovRls

Tuzw:uoinnmelurdonitsuonavAns )

— =\ SaovamumMsniia:3ouURUGaSLOENY 2 sUa na:d 1 yanaguanadunvuiu
No Permanent Access (IiJansigniviuunds): §igkso Gosla: 1-2 Ao K2auu Cloud

aunsaielulasuangindonswensaaaalu icie:lasu

an38oAS1201WAUTNTU (Just-in-time access) lla:gn DO NOT HAVE N

wnaouIlalifdou IoaaAuIdgvonnisgnloud r )
J FoAunidugaaenrilkinu BCDR duikasluanumsaiosv:

Device Health Check: Umsmsaoaauaumwuaqunsn}

noulkighfivdoya dovasdoaouitgunsainidogiinis
dUiaa Patch TRIJU version agalia:i AntiviruskSoll

J

No Theoretical Plans: Rubiiwui "Jeuadeidrioselild” isu
1BeunTkoelurioundn B iddn B Tudsuinasiaiassuls

Micro-segmentation: Dn1siuvlsugos nivingouly \
10uduidn 9 IkdoubRovTsAwIan 1 ogka1Rov

No Visibility Gaps (liToaduangan): dovluiddoulavov
Network NUDVILIRU (Dark Traffic) nnMsiBoudadovgn

iWadavAulUfR Hacker Nm:IdwKTILRAlG awnsn No Single Person Dependency: AY1U$EovmsAs:uudovljog ? ?
i lUsvoasuls + Uufinia:assoaou (Log & Monitor 10 oingle Fer: pengiency: A JUISOVINIEASUY A ‘ X
P:IINUGOR03UIG (Lateral Movement) Y, (Log ) "/ A IKiAAUIGeD KInAuUUatoankSaaadaluldilaifakqlu ® O O
ovAnso:daviAus:uulddrudlonisUfuavu [ = ]
; : iEadand No Obsolete Documents: doviiufo3n1onans BCDR Avkuald
.. T N ISR S \ No Reliance on IP Address ([Li3ofioNA IP Address ): \ C ° U = -
Least Privilege: Jangirasudulkwdnviuanuisa s:UUD: IR0 IP Address 10UGULEAUUaBaRKED sumsauinana:a:Aoufivs:uu ns:usums la:nalulagdoquu 22 ©
ighavldrawn:goyaningadoviridu B Y InuAdadsororilkauikasidoinaikanisniosn
v AxWUNIBatia IWsY: IP @nsngnuaauilavksalsonn L

(Just-in-time & Just-enough access)

J

insaynengnim:ld Y,

i

No Blind Spots (Dark Assets): dovlijis:uudAtyla 9 Aoguan =
Iwunnsa1sovdoya 15U IBSWIasAKENIsaalaouaLduuTg @

iovlogloflis ===

' ' M 'WC OM COM PA NY L’M ’TED No Ignorance of Employee Safety: KuiwuAIdun1sis:uu '

| | .'l' 32/41, 16th Floor, Sino-Thai Tower, Sukhumvit 21 Road (Asoke), :gx%lg\;lggﬂgnmUUaaonaua\)wumﬂu $20AUADYEATYNN -
Khlong Toei Nuea Subdistrict, Watthana District, Bangkok 10110 \ Y,




“TREND KEYWORD 2026"

DO NOT HAVE

In security context, “Do not HAVE”:
refer to the thing that must not occur to
make MFA system strong.

HAVE

MFA (Multi-Factor Authentication)

In the context of MFA, “HAVE” it refers to
“Factors of Authentication” which is
divided into three main categories:

The risks of SSL VPN or web VPN in 2024 — 2025,
there was a highly critical issues in the cybersecurity
due to Ransomware is a popularity vulnerability
exploited and Hacker was attacked in a state-level.

RISKS IT HAS Protections it does NOT HAVE

Risk of disguise with structure of SSL VPN: SSL VPN cannot be prevented when compared
with newer system of Zero Trust Network
Architecture (ZTNA):

* No Continuous Verification:

Mostly of VPN that verifies just once when
log-in at first. There is no re-verification while
usage. If session was stolen, Hacker still use
till it expire.

No Single Point of Failure:

It must not have any vulnerability.
Example: If you only have a password and
without mobile phone, you are not allowed
to access (To prevent the password is leak).

D=

Have Password No Phone

»?eO

No Static New
Access  Location

Something you KNOW:
The information that only you can recognize
Example: Password, PIN, Security question.

<@

PASSWORD

* Have Critical Vulnerabilities:

In 2024 — 2025 was found vulnerability
exploited RCE (Remote Code Execution)
in popular device (e.g. Fortinet, SonicWall,
Ivanti) that allow Hacker to control firewall

Something you HAVE: ‘
without password.

Physical or a Digital device
Example: Mobile phone
(receiving SMS OTP), SMS
Token application (Google
Authenticator), Smart Care

or USB Key (YubiKey).

* Have Implicit Trust:
Once the user gain VPN access, they

* No Device Health Check (in basic versions):
SSL VPN often allow the device that “virus
often receive network-level access to the detected” or “not patched” to connect, making
entire system. Occurring to allow hacker malware to spread from home network into
stolen the credentials and easily perform office.

Lateral Movement.

No Static Access:

It must not have any
“permanent access” without
re-verification when changing
devices or locations.

A
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Inofr:fmalt?gnggfuBiometrics \’-5/,\ ~3® No Sharing: - Have Browser-Based Risks: * No Granular Application Visibility:

Example: Fingerprint ,—-\ OTP or fingerprint, it must Browser-Based (Clientless) that introduce Administrators usually detected only “User A”

facial r : nition ' 9’2 ) not easily to share or the risk from malware embedded in browser is connected VPN but lack of the information

aclal recognition, Al d transfer the others.

such as Keystroke Loggers or Session
Hijacking.

Iris recognition. that user is actually doing with application.

Access must be '

authenticated with
a minimum of two
factors.

« Have Public Exposure: » No Protection against MFA Bypass:

Logging in of SSL VPN portal, its exposure  If Hacker using a system of vulnerability

No Dependency on Password alone: in public, making vulnerability scan or was  exploited, they able to bypass to Multi-Factor
Do not solely rely on passwords, attacked brute password force, 24 /7. Authentication check and directly admin.

it is easily to intercept and guess. _

+

) r\":‘.\

PASSWORD

Notifications are sent upon
any login attempt. E

= @ -

PASSWORD

SSL VPN

High (due to the web interface is easily
visible to hackers).

Types of Risk

Attack Surface

SIRT

SEATEGITROAT LG EETTIERS Frequent and intense

(RCE vulnerabilities virtually every year),
Low (especially when personal devices
are connected).

CVE-2024-21762 (9.8 of 10)
CVE-2024-55591 (9.6 of 10) J

DO NOT HAVE?

SIRT Security Incident Response Team (SIRT/CSIRT): This is about distinguishing
between “readiness that must exist” and “failures that must be eliminated” to
ensure effective handling of cyber crisis situations, as follows:

A

Malware Protection

Example

A highly effective SIRT team must include four key i\ The obstacles or trap that a Security Incident Response Teams need to avoid to occur.
components: People, Process, Technology, and Authority. [ ] [}
r. by | No Finger-Pointing Culture: During the incident, teams need to focus on “solving the issues”
do not blaming individual. A blaming free culture ensure that the information is honestly and
Have Clear Playbooks: There must be step-by-step procedures for each type _ openly reported.
of incident such as ransomware, phishing, and data leaks to reduce reliance 2 =
on “instinct” and instead emphasize “standardized actions.” i i i‘ No Communication Silos: The information that must be contained smoothly between analysis
team and manager. There is not any data that was kept and leads to make a wrong decision.
N N R . e
= [—=) Have Visibility: The team must have tools that provide clear visibility into ® No Single Point of Failure: The system or process must be designed so that no single
— =Xl what is happening within the systems, such as SIEM, EDR, and Log 998 component failure can cause the entire system to stop functioning
Management. If team “cannot see,” team “cannot fix the problem.” mEme= :
|| No Ad-hoc Responses: Do not respond or fix issues in an unstructured, short-term manner
Have Post-Incident Review: After every incident, there must be a “Lessons without having a long-term plan in place.

Learned” report to improve preventive measures and strengthen the system =
for future resilience.

=0

REPORT

No Over-reliance on Tools: Expensive tools are useless if there is no one who knows how to
) interpret the data or perform in-depth analysis.

Developing a Business Continuity Plan (BCP) and a Disaster Recovery Plan (DRP),
collectively known as BCDR, is about preparing to ensure an organization can survive

B C P during a crisis. In summary, the difference between having (Have) and not having

(Do not have) the BCDR concept is as follows:

ZERO TRUST

If Have and Do not have, the ZTA system differs as follows:
]

HAVE Have BIA (Business Impact Analysis):

To cope with crises such as fire, flooding, or ~ There must be an analysis to determine
a ransomware attack, the BCDR team must “If this part fails, how much financial loss
include the following components: will the organization incur?” This helps
identify which areas should receive
investment for protection first.

Busmess Impact Analysis

Have Clear RTO & RPO

To achieve the principle of “Never Trust, Always Verify”, Zero Trust is designed to eliminate implicit trust and traditional Define RTO (Recovery Time Objective):

a system must include the following components: vulnerabilities. Therefore, the following will not exist in this system: Review RTO,RPO Itis crucial to set a clear timeframe
for system recovery for example,

specifying whether the system must be
No Implicit Trust: Users must not assume that familiar fLE)IIy rfgstc?red within a ce!r/tain number
individuals are safer or more trustworthy than unfamiliar EESEESS  of minutes or hours.

ones. The system treats everyone equally and applies / befine RPO (Recovery Point Objective):

Continuous Verification: Involves ongoing checks, \
not just a single verification at login. It requires
validating authorization and security throughout the
entire session (on a per-session basis). )

Strong Identity: Refers to having a clear and verified\
identity. It requires MFA (Multi-Factor Authentication)
Q and additional context checks such as location, time

of access, and user behavior. )

Table Top Exercise

the same security measures to all. Practice Disaster  Refers to the maximum acceptable
Recovery
Process For Recovery
To Stable System

Have Tabletop Exercises (Plan Rehearsal):
A plan that is never tested is just a blank
piece of paper. There must be scenario
simulations and practical drills at least
1-2 times per year.

amount of data loss measured in time.
For example, if your RPO is 1 hours,
it means the organization can tolerate
losing up to 1 hours of data.

No Trusted Perimeter: The network perimeter is no \
longer considered inherently secure. Every access
request, whether from inside or outside the

- i X H ffsite Bacl -2-1 Rule):
organization, must be verified and authenticated. ) ave Offsite Backups (3 ule)

There must be three copies of the data,
stored on two different types of media
and one copy kept offsite from office

Device Health Check: Involves verifying the health of a\
device before granting access to data. It ensures that
the device is updated with the latest patches and
checks whether antivirus software is installed. )

Health check

Micro-segmentation: Involves dividing the network \
into smaller zones, like having multiple small vaults,
to prevent hackers who breach one point from moving

No Permanent Access: Users and devices are never \
granted indefinite access. Permissions are temporary,
based on necessity (Just-in-time access), and revoked
when no longer required to minimize security risks. )

laterally to other areas (Lateral Movement). )

Least Privilege: Grant only the necessary permissions
so employees can access only relevant information

No Visibility Gaps: The system must maintain complete\
and continuous visibility across all activities, endpoints,
and network segments. There should be no blind spots
where malicious actions could go undetected. )

(Just-in-time & Just-enough access).

J

No Reliance on IP Address: The system does not \
depend on IP addresses as a trust factor. IP can be
spoofed or compromised, so identity and security

must be verified through stronger methods such as

MFA, device health checks, and behavioral analysis. /

MIWCOM COMPANY LIMITED

32/41, 16th Floor, Sino-Thai Tower, Sukhumvit 21 Road (Asoke),
Khlong Toei Nuea Subdistrict, Watthana District, Bangkok 10110

or in the cloud.

DO NOT HAVE

Common Failure Points That Cause BCDR Plans to Fail in
Real Situations:

No Theoretical Plans: Avoid plans that look good on paper but cannot
be executed in reality. For example, a plan that says “move operations
to Building B” when Building B has no internet connection prepared.

No Single Person Dependency: Knowledge about system recovery
must not reside with only one individual. If that person resigns or
cannot be reached during an incident, the organization must still be
able to restore systems using a documented playbook.

No Obsolete Documents: Ensure that all BCDR documentation is
up-to-date and reflects current systems, processes, and technologies.
Outdated plans can lead to failure during real incidents.

No Blind Spots (Dark Assets): There must be no critical systems
excluded from the backup plan for example, a server secretly set up
by the marketing team without IT’s knowledge.

No Ignorance of Employee Safety: Never have a plan that focuses
only on system recovery without addressing employee safety. “Human

L lives must always be more important than servers.”




